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Related documents: 
 
Indue have developed their own Risk Management Plan to be followed if an incident occurs relating to the card provider system. 
 
DHS have a contingency plan if their IT development is not completed as scheduled. 
 
Incident reporting and management 

DSS must be advised of any incident that impacts on the trial. 
Incidents may be advised by On-site Trial Committee, community leaders, police, hospitals or the media.  Incidents may be reported to DHS or card provider but must all be forwarded to DSS. 
 
Response to be determined by Branch Manager, Welfare Conditionality and Reform. Group Manager, Families to be informed. 
 
Any serious incident to be escalated to  and Minister’s Office. 
 
Media and Communications Branch to be informed of any incident immediately. 
Media and Communications Branch to inform the Welfare Conditionality Reform Branch of any media report immediately and assist in any media response required. 
 
Minister for Social Services’ Office to be advised of any moderate or major incident immediately.  Full briefing to be provided to Minister of any medium or high impact incident. 
 
Incident reporting, associated emails and briefings to be filed in: 
 

 
 
Post-incident analysis will be undertaken by the Risk Register Review Committee to ensure the matter was fully addressed and any improvements to systems/processes are put in place.  Any relevant people should 
be invited to attend such as PM&C, DHS and/or Indue staff. 
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

Mitigation:
• Robust measures developed with the card provider to ensure
restrictions are effective (see Risks #2 and #5) 

• Clear processes developed for addressing non‐compliant
behaviour
• Monitoring and compliance actions to be articulated in the card
provider contract
• Comprehensive service mapping of trial locations to identify and

• Develop and establish leadership group (including DSS, DHS, State
government, local council and community representatives) to meet
for the duration of trial to identify critical incidents and systemic 
issues
•   

• Refer to risk #18 regarding 
• Communications and media preparation as per risk #8
Response:

• DSS to review card provider compliance practice if the card
restrictions are ineffective.

• Communications and media response as per risk #8

R001 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.  
Card 
provider

Effective Unlikely Major Medium No Acceptable No Acceptable Open

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

Ongoing 
review 
throughout 
contract 
negotiations 
with card 
provider ‐ 
until October 
2015.                 
Ongoing 
throughout 
trial as part 
of 
compliance 
monitoring      

DSS 20th of each 
month from 
September 
2016 and in 
response to 
an incident.

Medium
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

R002 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.

Partially 
Effective

Likely Moderate Medium No Acceptable On‐going 
throughout 
contract 
negotiation 
with card 
provider – 
now until 
August 2015 

On‐going 
throughout 
trial as part 
of 
compliance 
monitoring.

DSS 3 August 
2015  and 15 
December 
2015. 
Monitoring is 
ongoing

Medium No Acceptable Open
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

R003 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.  
PM&C ‐ 
position 
TBC.

Systematic failure of 
community service 
infrastructure to meet 
increased demand for 
services.

Mitigation:
•  Scoping of available research/evidence into the expected 
increase in service demand as a result of the parameters of the trial 
– completed by DSS, indicates limited risk of increased service 
demand for AOD services

•  Early identification of service pressures through the leadership 
group and work with State Government agencies and local service 
providers to address service gaps
• Communications and media preparation as per risk #8 Response: 
•  DSS to review and assess the extent to which the incident or issue 
can be attributed to the implementation of the trial 
•  Leveraging the leadership group to identify and implement a

community service response
• Communications and media response as per risk #8

Possible Moderate

Low

Acceptable Ongoing 
monitoring.

On‐going 
throughout 
community 
consultation
s ‐ Jun ‐ 
August 2015 
and 
December 
2015 ‐ 
January 
2016.                
On‐going 
throughout 
trial

Medium No Acceptable Open
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

Mitigation:

•  Comprehensive service mapping of trial locations to identify 
availability of support services
•  Address the likelihood of these outcomes with local support 
services during consultations to assess capacity to support 
•  Community consultation and preparation
•    

 

 

•  Monitor statistics through the evaluation and compare to pre‐
trial statistics to identify any increase in demand and confirm that it 
is actual and not just perceived
•  Early identification of service pressures through the leadership 
group
•  Communications and media preparation as per risk #8 Response:
•  

 
•  Leveraging the leadership group to identify and implement a 
State Government service response
•  Community consultations to alleviate concern, consider 
community responses, and inform the community of the 
Government response 
•  Communications materials to inform the community of the 
actions that have been taken to address the risk, and where to 
access resources and support.
•  Communications and media response as per risk #8

Review 
relevant 
contract 
clauses prior 
to finalising 
contract – 
August 2015

On‐going 
throughout 
trial as part 
of 
compliance 
monitoring 
and incident 
management
.

DSS 15 July 2015
15 Dec 2015
Ongoing 
throughout 
trial.

open

No Acceptable On‐going 
throughout 
community 
consultations 
– June 2015 
and Dec 2015 
/ Jan 2016

On‐going 
throughout 
trial.

Acceptable

Medium 30 July 2015 
15 Dec 2015
30 Jan 2016
Ongoing.

Medium No Acceptable OpenR004 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.  
PM&C ‐ 
position 
TBC.

Possible Moderate Medium AcceptableR005 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.

Card provider IT or other 
system failure compromises 
the trial due to: 

•  customer information 
at risk;
•  suspension of card 
functionality;

EffectiveMitigation:
Customer information at risk:

• Ensure the card provider undertakes to store personal
information securely and in Australia
• Adherence to Australian Government Protective Security Policy
Framework.
• Ensure that all transfers of personal information to the card
provider or any other body are supported by legislation

• Develop a response plan with the card provider to guide action
following any event that leads to privacy risks
Suspension of card functionality:
• Card provider to ensure they have contingency arrangements 
(including a communications strategy) in place if the card system 
goes down for extended periods – See Indue’s Risk Register

Effective Unlikely Major
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

• Customer has access to discretionary funds

Response:
• Identify the nature and extent of the customer information risk
• Implement privacy risk response plan with card provider

• Card provider to implement contingency arrangements if the card 
system goes down  

• DSS to communicate to the leadership group and key contacts in
the community what action that has been taken and what options 
are available to participants
• DSS and the card provider to revisit retailer categories and update
blocked merchant list when new mixed merchants identified
• In extreme case that cannot be addressed in any other way,
consider ceasing the trial early.

As at 23 February 2017 5 of 32
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

R006 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.

Effective Possible Major

Low

Acceptable Review prior 
to trial start 
date in 
February 
2016
Policy 
changed and 
participants 
can now pay 
credit card 
repayments 
using the 
Indue 
Cashless 
Debit Card.

Participants 
are no 
further 
disadvantage

30-Nov-15 Acceptable Closed 28/11/2016

30 July 2015 

15 July 2015

15 Dec 2015

15 Jan 2016

Ongoing.

No Acceptable OpenMedium Acceptable On‐going 
throughout 
community 
consultations 
– June/‐
August 2015 
and Dec 2015 
/ Jan 2016

Review 
relevant 
contract 
clauses prior 
to finalising 
contract – 
August 2015

On‐going 
throughout 
trial

DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.

Possible ModerateR007
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

Low

Acceptable OpenMitigation:
•  Implementing mitigation strategies for key implementation risks 
as described elsewhere in this document to minimise the likelihood 
of experiencing systemic issues or critical incidents. 
•  Comprehensive community consultation to maximise 
understanding and support of trial parameters and objectives.
•    

 
 

 

•  Maintain good relationships with key stakeholders, leadership 
groups, local Mayor so that Government is informed of changes in 
community sentiment
•  Early identification of loss of community faith through the 
leadership group
•  Monitoring local media throughout the trial
Response:
•  Identify and address the cause of the loss of community faith as 
required – see response actions for the relevant trial 
implementation risks
•  

•  Develop appropriate media materials:
o Critical incident media brief for responsible Ministers
o Critical incident media release for the public
•  

 

•  Media and communication materials to convey to the public what 
actions have been taken to address anticipated adverse 
consequences
•  Consistent messaging that negative trial outcomes will be used to 
improve future service delivery
•  Development and communication of an overarching narrative in 
relation to the trial, including trial parameters, objectives, 
limitations and next steps (after trial). 

R008 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.

Significant loss of 
community (local or 
national) faith in the trial 
due to systemic 
implementation issues or 
critical incident

Effective Possible Moderate Acceptable On‐going 
throughout 
community 
consultations 
– June‐
August 2015 
and Dec 2015 
/ Jan 2016

On‐going 
throughout 
trial

30 July 2015 

30 Jan 2016

15 Dec 2015
Ongoing

As at 23 February 2017 7 of 32
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

R011 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section. 
And Card 
provider

Increase in DHS Business As 
Usual services, including:
• social worker services;
• customer aggression
incidents; or 
• requests for urgent 
payments due to legitimate
or fraudulent loss of card.

Mitigation
• Identification of the behaviour through leadership group
feedback, and/or card provider and DHS reporting.
• Existing eligibility and time‐limits on the number of advance
payments a person can get (varies by payment type)
• Identification of participants who regularly request card 
replacement or advance payments through DHS reporting and from 
card provider reporting

Response:

Possible Moderate Medium Acceptable On‐going 
throughout 
trial 

15 Dec 2015 Low No Acceptable Open

R012 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section. 
And Card 
provider

Replacement card delay and 
can’t access funds for 
essential items. 

Mitigation:
• Customer has access to discretionary funds
• Consider if support services in the community may be able to
assist with emergency relief

• Card provider to deliver  temporary cards to Local Partners and
Australia Post in each of the trial locations. 

• Monitoring of replacement card delays through card provider
reporting
Response: 

• Responsive media and local promotion of alternative options
(discretionary cash, other support services)

Effective Possible Moderate Medium Acceptable On‐going 
throughout 
trial

15 Dec 2015 Low No Acceptable Open
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

Not applicabNot 
applicable

OpenAcceptable On‐going 
throughout 
trial

ExtremePossible ModerateMitigation:
• Staggered mail out of cards (to be coordinated with DHS to ensure
that all cards have been received prior to the start of the trial)
• PIN set on activation of card, not mailed separately
• Card provider to have sound Customer Authentication processes
when activating cards and accounts, including processes to 
authenticate customers who fail online or phone authentication 
(such as using a possible partner on the ground (e.g. AusPost) to 
undertake the authentication in person)
• Inclusion of the number of fraud complaints in card provider
reporting requirements

• Card provider to have in place rigorous fraud analytics
• Encourage reporting of the issue through communications
• SMS alerts available for customers whenever a purchase is made –
will allow for customers to be quickly alerted if card has been stolen

• 24/7 Access to card provider to suspend lost and stolen cards, as
well as online access for participants to report lost/stolen cards to 
minimise loss of funds.
• Card provider to have in place outbound call procedures – the
card provider initiating a call to the participant – if fraud is 
suspected on an account
Response:
• Review card provider activation protocols for opportunities to
strengthen customer authentication processes
• Review data sharing arrangements between DHS and card 
provider to improve ID of participants if card fraud becomes
common
• Responsive media in relation to any steps the Government has
taken to improve ID of participants
• Third party advocates to speak positively about improvements in
the security aspects of the card 
• Emphasis of the role of the card provider and police in relation to
investigating fraud

MediumR013 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section. 
and Card 
Provider

Card fraud  
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

R014 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section. 
and Card 
Provider

Legislation doesn’t pass, or 
is significantly changed

Mitigation:

•  
existing legislation
•  Manage the contract with the card provider in stages and on a 
no‐commitment basis to allow flexibility in case legislation doesn’t 
pass.
•  Early identification/assessment to ensure resource expenditure 
minimised 
Response:
•  Delay implementation.
•    

•  Review implementation of trial and associated risks in light of 
changed legislation

Unlikely Major

Low

Acceptable Review prior 
to spring 
sitting in 
Parliament – 
August 2015

30 July 2015 Low No Acceptable Open

R015 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section. 
and Card 
Provider

Delay in finalising card 
provider contract 

Mitigation: 
• Setting clear deadlines for key pieces of work, taking account of
DHS timeframes such as IT build and release dates
• Monitoring progress against key deadlines and briefing up
appropriately in relation to any anticipated delays
• Using all available project management resources, including the
services of external project management consultants
• Engaging external legal services to assist with negotiation of the
contract
• Briefing of the Minister regarding progress, and to alert the
Minister to any delays
Response: 
• Delay start of trial
• Delay announcement of finalised trial locations and dates until
after the contract with the card provider has been finalised

Possible Moderate

Low

Acceptable Review prior 
to expected 
day of 
contract 
finalisation – 
August 2015    
Final 
Acceptance 
of IT Build 
and 
Operational 
Contract 
signed on 
25 August 
2016.

15 July 2015 Not applica No Acceptable Closed 25‐Aug‐16
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

R016 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section. 

People can’t participate in 
cash economies (such as 
informal rent arrangements, 
Sunday markets, 2nd hand 
shops etc).   

Mitigation:
• Identification of the issue through the leadership group and
monitoring of local media during the trial
• Consider the role of local cash economies and family budgeting
practices during consultations and when deciding final trial 
locations

 

• Consider protocols for dealing with private rent arrangements

• Setting the restricted rate applied to regular welfare payments
and lump sums to allow for some participation in cash economies

Response: 
• Review rate of restriction and importance of cash economies with
regard to future policy design

Effective Unlikely Moderate Medium Acceptable On‐going 
throughout 
community 
consultations 
– June/July 
2015 and Dec
2015 / Jan 
2016

On‐going 
throughout 
trial 

30 July 2015 

30 Jan 2016

15 Dec 2015

Not applicabAcceptable Open
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

R017 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section. 

 

 

Almost cert Minor Medium Acceptable  

 
 

 

No Acceptable Open
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

R019 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section. 

Mixed messaging due to 
change of excluded items 
(CDC v IM) erodes 
community support for the 
trial

Mitigation:
• Development of overarching communications narrative which all 
material references. This will include material about both income 
management and Cashless Debit Card in relation to the differences
between the trial and IM
• Include information in DHS scripts so that call centre and 
customer service centre staff can address queries from participants
and the public
• Communication between DHS and DSS communications areas to
ensure consistency in messaging.

• Communication working group to ensure that all material is
shared and agreed with Ministerial officers as appropriate
• Review media messages and materials across Departments to
ensure consistency has not been lost
• Brief Ministers appropriately in relation to new or changed media
messaging

Likely Minor Medium Acceptable On‐going 
throughout 
community 
consultations 
– June/July 
2015 and Dec
2015 / Jan 
2016

30 July 2015 

30 Jan 2016

Not applica No Not 
applicable

Open

R020 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section. 

Legal action by blocked 
merchants

Mitigation:

• Involve merchants and relevant peak bodies in community
consultation to identify and address their concerns, and encourage
retailers to support activities directed towards greater community 
safety
• Monitor and identify merchant dissatisfaction through the
leadership group and local media
• Develop defensive lines for communication around selection of
merchants
Response:

Possible Minor Medium Acceptable On‐going 
throughout 
trial – 
February 
2016 to 
February 
2017

15 Dec 2015 No Acceptable Open
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

R021 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.  
PMC ‐ 
Position 
TBC.

Trial objectives and impacts 
are not measured through 
effective evaluation process

Mitigation:

• Reporting of interim outcomes and data to Government to be
included in evaluation contract requirements
Response:
• Consider alternative measures / policy parameters if this issue is
identified before implementation in additional sites (if a phased 
implementation approach is taken)

Unlikely Moderate Low Acceptable On‐going 
throughout 
community 
consultations 
– June/July 
2015 and Dec
2015 / Jan 
2016.
Ongoing 
through 
evaluation.

Not applica Not applicabNot 
applicable

Open

R022 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.  
PMC ‐ 
Position 
TBC.

Local Community Bodies 
(Panel): 

• Not up and running
• Do not do anything

Mitigation:
• Design the trial to anticipate that panels are not established or
active to minimise the impact on the implementation of the trial
• panel representation on the leadership group to identify / discuss
their level of activity or their readiness to undertake the 
responsibilities of a panel under the trial legislation
• Make panels a standing agenda item for the leadership group
• Consistent communications messages regarding the role of the 
panel, e.g. language relating to panels establishes that they are only
one aspect of the trial that may be tested
• Capability building and strong governance development prior to
authorising any community body/panel
Response: 
• BAU management of the trial regardless of the establishment / 
activity of the panel 
• Use the leadership groups as a forum for participation of panel’s
and an avenue to demonstrate readiness for authorisation
• 28/11/16 Panels in Ceduna, Kununurra and Wyndham all
established and processing applications.

Effective Possible Minor

Low

Acceptable On‐going 
throughout 
trial

Not applica Not applicabNot 
applicable

open
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

OpenLow No AcceptableR023 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.  
PMC ‐ 
Position 
TBC.

Local Community Bodies 
(Panel) 

• Not representative
• Complaints from 
community

Mitigation:
• It is unlikely that an panel will be up and running during the trial, 
and the trial will more likely be a time of developing such a body for
a potential future role 
• Capability building and strong governance development prior to
authorising any community body
• Comprehensive readiness assessment of a panel prior to
authorisation
• Consider panel rate variation polices and the extent to which they
represent the community prior to authorisation
• In the event that a panel is running: 
o panel representation on the leadership group to identify / discuss
their level of activity or their readiness to undertake the 
responsibilities of a panel under the trial legislation
o Make panels a standing agenda item for the leadership group

Response:
• Messaging to contain information about how the community can
provide feedback
• Review practices of selecting boards and request broader board
representation
• PMC to provide assistance to the panel in undertaking their role

Possible Moderate Medium Acceptable On‐going 
throughout 
trial 
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

R024 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.  

Aged pensioners 
experiencing financial 
harassment for cash.

Mitigation: 
• Allowing aged pensioners to volunteer for welfare restrictions
• Communications to convey that this option is available to aged
pensioners, how to volunteer, as well as describing the potential 
benefits
• Consider aged care services provider representation on the
leadership group to ensure issues relating to pensioners are 
discussed as required

Response:
• Specific communication material developed for the aged sector 
which discusses the trial, the benefits of the card and the option for
pensioners to participate
• Review communications material, and distribution plan to 
community and aged care services providers, reiterating that aged
pensioners can volunteer for the trial
• Communication to also include options available through DHS 
such as use of Centrepay for payment of some regular and one off
expenses to ensure pensioners can pay for essentials

Likely Moderate Medium Acceptable Review prior 
to passage of 
legislation – 
August 2015

Not applica Not applicabNot 
applicable

Open

R025 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.  

Other members of the 
community (e.g. wage 
earners and Veteran’s 
payment recipients) 
experience financial 
harassment for cash.

Mitigation: 

• Communications to convey if this option is available, how to 
contact the card provider to open an account, as well as describing
the potential benefits
Response:
• Anyone with connections to the trial site, can volunteer to be a 
participant.  Wage earners can apply nominating the percentage of
restricted funds.
• 

Possible Moderate Medium Acceptable Review prior 
to passage of 
legislation – 
August 2015

30 July 2015 Not applica No Not 
applicable

Open
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

R026 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.  

DHS can’t complete IT build 
in time 

Mitigation: 
• Robust project management and setting deadlines consistent with
implementation timeframes identified by DHS, such as pre‐
determined IT build and release deadlines
• Ensure Critical ICT deadlines are identified and met where policy,
process or Card Provider input is necessary
• DHS to develop a contingency plan
• Delays to be brought to the attention of implementation working 
group and escalated as required
Response: 
• DHS to implement contingency plan
• Delay start of trial.
• Delay announcement of finalised trial locations and dates until IT 
build dates have been confirmed

Unlikely Major

Low

Acceptable On‐going 
throughout 
trial 

15 Dec 2015 High Yes Acceptable Closed 15‐Mar‐16

R027 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.  
PMC ‐ 
Position 
TBC.

Effective Possible Moderate

Low

Acceptable No Not 
applicable

open
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

openR028 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.  

Systematic surcharging or 
minimum spends are 
imposed on participants 
resulting in transaction fees 
being passed on or reduced 
usability of the card.  

Mitigation:
• Investigate surcharging/minimum spend practices during
community consultation
• Investigate with Card Provider if surcharges and other transaction
fees that can be imposed on card holders can be identified in
transaction reporting
• Identify if practice is locational or national in nature (e.g. local
retailer only, or part of practice/policy for a national company)

•  Consider implications for trial participants, such as: how many 
participants will use the service/merchant, how regularly will they 
use the service, what would be an average size of the transaction  
what is the rate of surcharge / minimum spends,

 
?

Response:
•  Identify and acknowledge the practice with community during 
consultations
•  Communicate any actions taken to mitigate the impact, such as: 
identifying alternative services or  merchants or using the cash 
component
•  Communicate Government limitations on changing the practice –
surcharging (within limits) is supported by RBA regulation
•    

 

Possible Moderate Medium Acceptable On‐going 
throughout 
community 
consultations 
– June/July‐
August 2015 
and Dec 2015 
/ Jan 2016

On‐going 
throughout 
trial 

30 July 2015 

30 Jan 2016

15 Dec 2015
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

R029 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.  
PMC ‐ 
Position 
TBC.

Limited interest or poor 
attendance at leadership 
group leads to:

• unsatisfactory oversight of
on‐the‐ground events
• increased risk of delay in
systemic issues or critical 
incidents coming to the 
attention of Government
• fewer opportunities for 
potential panel to 
participate / develop skills
and knowledge

Mitigation: 
• Strong and reliable secretariat to support the leadership group, 
such as: agendas and minutes circulated on time, inclusion of 
stakeholder issues on agenda, clear records of responsibility for 
actions
• Clear messaging of the benefits of participation included in 
communications materials, such as being able to feed critical
information to Government, responding quickly and appropriately
to issues, and
• Commitment to attendance and visibility of Government
stakeholders
• Considering practical issues such as location and scheduling of
meetings to minimise impediments to attendance
• Consider alternative options for collecting community feedback, 
such as a dedicated phone line, community forums, or leveraging
existing committees
Response: 
• Proactive contact with leadership group participants to encourage
attendance
• Consultation with leadership group participants as to why
attendance / interest is poor and addressing issues 
• Implements alternative options for collecting community 
feedback, i.e. a dedicated phone line, community forums, or
leveraging existing committees.

Possible Moderate Medium Acceptable On‐going 
throughout 
trial 

15‐Dec‐15 No Not 
applicable

open
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

R030 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.  
PMC ‐ 
Position 
TBC.

 
 

Mitigation:
•  Consultation with the community before the trial starts to 
ascertain a baseline level for these activities, and measure any 
increase of these activities during the trial period.
•  Comprehensive service mapping of trial locations  

•  Identification of the behaviour through the leadership group.
•  Communications and media preparation as per risk #8 Response:
•  DSS to review and assess the extent to which the incident or 
issue can be attributed to the implementation of the trial
•  Leveraging the leadership group to identify and implement a 
local service sector response
•  Community consultations to alleviate concern, consider 
community responses, and inform the community of the 
Government response 
•  Communications materials to inform the community of the 
actions that have been taken to address the risk, and where to 
access resources and support.
•  Communications and media response as per risk #8

Unlikely Moderate Medium Acceptable On‐going 
throughout 
community 
consultations 
– June‐
August 2015 
and Dec 2015 
/ Jan 2016

On‐going 
throughout 
trial 

30 July 2015 

30 Jan 2016

15 Dec 2015

open

R031 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.  
DHS ‐ 
Position 
TBC.

Community Panels may not 
be possible in all locations, 
leading to inconsistencies in 
participant options and 
experiences

Mitigation:

• Design of the trial such that it can proceed with or without local
community bodies.
• Consultation to educate communities about the possible role of a
local community body, and what is required for authorisation – 
including issues such as governance, appeal processes, meeting 
administrative costs and transparency of decision‐making.
• Consider how Government can support the establishment and up‐
skilling of local community bodies  

Response:
• Support provided to the community in relation to establishing a
community body

Likely Minor Medium Acceptable Not 
applicable

Not 
applicable

Not 
applicable

Acceptable Open
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

R032 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.  

Card security    Mitigation:
• Identification of the issue through the leadership group and
monitoring of local media during the trial
• Card provider information session with community prior to the
start of the trial to emphasise the importance of card and PIN 
security

Response: 
• Communications material to emphasise the importance of card
and PIN security 
• Card provider community information sessions to emphasise the
importance of card and PIN security, and also to educated on how
to change a PIN.

Effective Possible Moderate Medium Acceptable On‐going 
throughout 
community 
consultations 
– June/July 
2015 and Dec
2015 / Jan 
2016

Not 
applicable

Not applica Not applicabNot 
applicable

open

R033 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.  

Retailers not understanding 
what they can and cannot 
sell, leading to 
overzealousness and 
preventing purchase of non‐
excluded items  

 

Mitigation:
• Develop consistent communications and media strategies across
all locations, and for all stakeholders in relation to how the card
works
• Include information in DHS scripts so that call centre and 
customer service centre staff can address queries from participants,
retailers and the public
• Communication between DHS and DSS communications areas to
ensure consistency in messaging.
Response:
• Review media messages and materials across Departments to
ensure consistency has not been lost
• Brief Ministers appropriately in relation to new or changed media
messaging

Possible Moderate Medium No Acceptable Not 
applicable

Not 
applicable

Not 
applicable

Not 
applicable

Not 
applicable

open
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

R034 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section.  

Emergence of black 
markets, such as: 

Mitigation:
• Identification of the issue through the leadership group and
monitoring of local media during the trial
• Discuss possible responses from local police forces if behaviour is
illegal
Response: 
• Work with leaders to develop policy to implement agreed
responses
•

Possible Moderate Medium Acceptable Not applicable Not 
applicable

Not applica not applicabNot 
applicable

open

R035 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section Low

Acceptable Not 
applicable

Not 
applicable

not applicabNot applicabNot 
applicable

Closed

R036 DSS ‐ 
Director, 
Debit Card 
Trial 
Operations 
Section

Delays in settling the 
contract with the card 
provider, or any late 
changes to the trial would 
impact on the scope of the 
DHS IT build

Mitigation: 
Onging discussions with DHS, keeping the Minister informed
Response:
Trials commenced as planned in Ceduna and then East Kimberley.

Possible High

Low

No Acceptable Not 
applicable

Not 
applicable

Not 
applicable

Not 
applicable

Closed 26‐Apr‐16

R037 #######

DSS Introduction of 
disallowance motion for 22 
Feb  

 

Mitigaton:
Prepare talking points for 
Response:
Disallowance not passed Low

Acceptable Not 
applicable

Not 
applicable

Not 
applicable

Not 
applicable

Closed Mar‐16

R038 ####### DSS

Effective Medium Acceptable Not 
applicable

Not 
applicable

Not 
applicable

Not 
applicable

open

R039 ####### DSS

Community panel fails to be 
established for the 
beginning of the trial (See 
Risk R022)

Mitigation: Current consultation with community leaders underway Effective

Low

Acceptable See R022 and 
R023

Not 
applicable

Not 
applicable

Not 
applicable

Not 
applicable

Closed Duplicate

R040 ####### DHS

Customer communication is 
ineffective

Mitigation:
Alternative methods of sending message used eg radio, community 
meetings even door to door as was used to promote aged 
pensions to volunteer.

Medium Acceptable Not 
applicable

Not 
applicable

Not 
applicable

Not 
applicable

open
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

R052 ####### DSS

Mitigation:
DSS monitoring transactions with 
DSS considering policy going forward

Effective Possible Moderate Medium DSS Not applicableNot applica Not applicabNot 
applicable

open

R053 #######

DSS Key personnel leaving DSS 
Trial Logistics Section 

 
 not replaced 

quickly with equaly capable 
people reducing team's 
capacity to manage the 
trial.

Mitigation:
Developing recruitment plans
Planning long handover of Section Manager role.

Effective Possible Major Medium Not applica Acceptable Continue to 
monitor

DSS Not applicableNot applica Not applicabNot 
applicable

open

R054 ####### DSS

 
 

 
 

Mitigation:
 

 
Response:

Effective Possible Moderate Medium Not applica Acceptable Continue to 
monitor

DSS Not applicableNot applica Not applicabNot 
applicable

open

R055 ####### DSS

M Effective Possible Moderate Medium Not applica Acceptable Continue to 
monitor

DSS Not applicableNot applica Not applicabNot 
applicable

open

R066 ####### DSS

Disaster payments (eg 
following Ceduna power 
outage) adding cash to 
community for purchase of 
alcohol.

Response:
• DSS liaised with   to agree that
disaster payments be paid into restricted 
• DSS developing standard protocol for any future disaster
payments.

Effective Possible Moderate Medium Not applica Acceptable Continue to 
monitor

DSS Not applicableLow Not applicabYes open

R067 #######

DSS   Effective Possible Moderate Medium Not applica Acceptable Continue to 
monitor

DSS Not applicableLow Not applicabYes open
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Risk Register ‐ Cashless Debit Card Trial

IDENTIFY risk ANALYSE risk  Status

Ref. 
number.

Date 
identifed.

Risk Owner. Risk description. Current controls (if applicable). Are the current 
controls 
effective?  

Likelihood 
assessment

Consequence 
assessment.

Risk Rating Escalation Is the risk 
acceptable 
without 

treatment? 

Treatments Treatment 
Owner.

Treatment 
Due Date.

Target Risk 
Rating  
(after 

planned 
treatment).

Escalation Is the target 
risk 

acceptable 
with 

treatment? 

Is the risk 
open or 
closed?

Dated Closed.

PLAN to TREAT risk (additional mitigating actions)EVALUATE risk

R074 ####### DSS  

 
 

Mitigation:
 

Response:

Effective Possible Moderate Medium Not applica Acceptable Continue to 
monitor

DSS Not applicableMedium Not 
applicable

Yes open

R075 ####### DSS Trial is stopped or not 
extended causing 
confusion and concern.

Mitigation:
DSS developing contingency winddown plans 
including communication strategy.

Effective Possible Moderate Medium Not applica Acceptable Continue to 
monitor

DSS Not applicableMedium Not 
applicable

Yes open

R076 ####### DSS  

 

Effective Possible Moderate

Low

Not applica Acceptable Continue to 
monitor

DSS Not applicableMedium Not 
applicable

Yes open
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CONSEQUENCES

People ‐ Skill 
& Resources

Low‐level loss of 
capabilities or 
capacity in DSS 
not requiring 
action

Minor loss of 
capability or 
capacity in DSS 
staff requiring 
additional 
training

Moderate loss of 
capability or 
capacity in DSS 
staff leading to 
the unavailability 
of core skills

Major loss of 
capability or 
capacity leading 
to unavailability 
of critical skills

Protracted loss 
of critical skills in 
DSS

People – 
potential 
harm 

(internal & 
external)

Low‐level 
physical or 
mental harm not 
requiring 
medical 
attention or 
intervention

Minor physical 
or mental harm 
requiring first aid 
treatment or 
negative 
consequences 
requiring minor 
intervention

Moderate harm, 
including: 
significant 
physical injury 
requiring 
hospitalisation; 
mental harm 
requiring 
counselling; 
or other 
negative 
consequences 
requiring 
significant 
intervention to 
restore quality‐
of‐life

Major harm, 
including: major 
physical or 
psychological 
injury requiring 
extended 
hospitalisation; 
or negative 
consequences 
causing major 
loss in quality‐of‐
life

Death or 
permanent 
incapacitation 
requiring 
significant 
lifetime care

Financial

Less than 
$100,000 impact 
on Departmental 
funds

Between 
$100,000 ‐ 
$500,000 impact 
on Departmental 
funds

Between 
$500,000 ‐ $2m 
impact on 
Departmental 
funds

Between $2m ‐ 
$5m impact on 
Departmental 
funds

Greater than 
$5m impact on 
Departmental 
funds

Reputation

Internal criticism 
/ dissent

Criticism from 
minor 
community 
segment
Adverse press 
coverage

Criticism from 
the Government 
and Public 
Service

Local public 
outrage/ 
condemnation 
and high level 
political criticism

National public 
outrage/ 
condemnation 
and high level 
political criticism

Internal 
Stakeholders

Low‐level 
tensions

Minor internal 
complaints

Damage to 
relationships 
with key 
stakeholders 
within DSS or 
other 
government 
agencies

Breakdown in 
key relationships 
requiring 
external 
mediation
Minister 
dissatisfied

Breakdown in 
relationship with 
other 
government 
branch or 
agency requiring 
Ministerial 
intervention  
Breakdown in 
relationship with 
Minister  

Project Risk Matrix
CONSEQUENCES

RISK MATRIX

L ‐ LOW
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External 
Stakeholders

Low‐level 
tensions

Minor client 
complaints

Damage to 
relationships 
with key non‐
government 
stakeholders, 
including 
communities, 
peak bodies and 
service providers

Breakdown in 
key relationships 
requiring 
external 
mediation
Major client 
group 
dissatisfied

Breakdown in 
relationship with 
key non‐
government 
stakeholders 
requiring 
Ministerial 
intervention
Clients 
completely 
dissatisfied

Service 
Delivery / 
Continuity

Low‐level delays, 
delivery of 
services not 
compromised

Delays within 
allowable 
timeframe, 
minor impact on 
some service 
delivery

Significant 
delays, delivery 
of services in 
jeopardy  

Delays outside 
acceptable 
timeframes, 
majority of 
services not 
delivered

Critical services 
cannot be 
delivered

IT Systems 
and Assets

Low‐level system 
disruption 
causing 
inconvenience
Minor damage 
to non‐essential 
assets

System 
disruption 
causing delay
Damage to 
required assets

System outage 
causing delay in 
key services
Damage to 
essential assets

Key system 
outage affecting 
multiple areas
Loss of essential 
assets unable to 
replace

Key system 
outage 
impacting on 
whole 
Department
Loss of 
significant asset 
(e.g. building)

Integrity / 
Compliance

Non‐compliance 
with internal 
policies and 
procedures
No penalty 
imposed

Non‐compliance 
with internal 
policy or 
accidental 
breach of 
external 
requirement

Technical legal 
challenge or 
legal breach
Multiple minor 
reportable 
breaches
Internal Fraud 

Exposure to 
damages and 
prosecution of 
one or more 
persons
Multiple cases of 
internal or 
external fraud

Exposure to 
significant 
damages and 
prosecution 
threatening 
operations
Systematic large 
scale fraud

Privacy / 
Security

Information 
provided to 
internal 
stakeholder 
incorrectly

Breach at 
Protected level, 
no prosecution

Breach at 
Protected level, 
corrective action 
required  
Adverse media 
attention

Breach of 
Sensitive Highly 
Protected 
material
Prosecution and 
significant 
adverse media 
attention

Critical breach of 
Sensitive Highly 
Protected 
material (e.g. 
client personal 
info)  
Significant 
penalties and 
reputation 
damage

M ‐ MEDIUM
H ‐ HIGH

E ‐ EXTREME
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 Project 
specific 

consideration
s

Would slightly 
impact the 
efficiency or 
effectiveness of 
some aspect/s of 
the project, but 
would be 
resolved with no 
impact on 
project delivery.

Would impact 
the efficiency or 
effectiveness of 
some aspect/s of 
the project, and 
would be 
resolved with 
minimal impact 
on project 
delivery.

Consequences 
may include low 
political and/or 
community 
sensitivity; small 
financial loss; 
minimal impact 
on staff, service 
providers and/or 
the community.

Would  impact 
project delivery 
and the project 
would be subject 
to review and 
minor changes 
to facilitate 
successful 
delivery.

Consequences 
may include 
moderate 
political and/or 
community 
sensitivity; 
medium 
financial loss; 
impact on staff, 
service providers 
and/or the 
community.

Would 
significantly 
impact project 
delivery and the 
project would be 
subject to review 
and major 
changes to 
facilitate 
successful 
delivery.

Consequences 
may include
significant 
political and/or 
community 
sensitivity; high 
financial loss;  
significant 
impact on staff, 
service providers 
and/or the 
community.

The project 
could not be 
delivered.

Consequences 
may include 
extreme political 
and/or 
community 
sensitivity; 
significant 
financial loss; 
severe impact on 
staff, service 
providers and/or 
the community. 

Historical Probability Insignificant  Minor Moderate Major Severe
Has occurred on an 
annual basis in DSS 
in the past

Is expected to occur (up 
to 90% chance) Almost 

Certain
L M H E E

Has occurred in the 
last few years in DSS 
or recently in similar 
agencies

Will probably occur in 
most circumstances (up 
to 70% chance) Likely L M H H E

Has occurred at 
least once in the 
history of DSS

Might occur at some 
point (up to 40% chance) Possible L M M H E

Has never occurred 
in DSS but has 
occurred in similar 
agencies

Could occur at some 
time (up to 20% chance)

Unlikely L L M H H

Is possible but has 
never occurred to 
date

May occur only in 
exceptional 
circumstances (up to 5% 
chance)

Rare L L L M H

LI
KE

LI
H
O
O
D
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